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ABSTRACT

Recently, Confidential computing plays an important role in next-generation cloud technology along with the development
of trusted execution environments(TEEs), as it guarantees the trustworthiness of applications despite of untrusted nature of
the cloud. Both academia and industry have actively proposed commercialized confidential computing solutions based on Intel
SGX technology. However, the lack of clear criteria makes developers difficult to select a proper confidential computing
framework among the possible options when implementing TEE-based cloud applications. In this paper, we derive baseline
metrics that help to clarify the pros and cons of each framework through in-depth comparative analysis against existing
confidential computing frameworks. Based on the comparison, we propose criteria to application developers for effectively
selecting an appropriate confidential computing framework according to the design purpose of TEE-based applications.
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Il. Bi& XA TEE 7=

TEE 71€% TPM 7[4bellA] A2 CPUS 4
o] A3HA(ISA, Instruction Set Architecture)
g, AL HEE 1w kA

A" Asle] 75§ TCB(Trusted
Computing Base)& 753h= |2 Hx1slich
A o= AMD, ARM3 %2 Wl CPU 3+
OSZ]*E 7_][-7_]'-/] ,_,9-1_01] W= TRER 7]/~_0_ /Hﬁ] ) /\L
L3516, 16, 17). Yol FPGA 7MEez
TEE 715& Al&s7] $3 A& AFse d+F =
g = 9lrh18). £ A= 449 TEE

J&oll gt w7 A2 A, & el SGX
71 FALE TEE M Zdddeas #A43=
Ris

o hsto] Arhet.
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2.1 Intel SGX

SGXE Az Ad(isolated execution) ¥ <
3315 53 AAEYAelAY 2= 4 dHeolHE HS
gk}, Intel ~7beoldlo]l=(Skylake) CPU ==
B &g 75l gAERe, e wie] dF F
o4 EPC(Enclave Page Cache)z}i 3l= 499
< ) 128MB7HA] elleksle] A3k 4= sl 3l
T 9 s} Hol glon Ak Re W gt
A3k A"le]fel enclaved] ©iFo] Hr} ol=
CPU 71 del 3= MEE(Memory
Encryption Engine)el 9jsixat £33} 4 Al
o] o]Foixl} welA, o AA 2 3fo]sine] ]
Z3} ke B AlZx AZEYSESL enclave W
7= 4 dole] Hie| A2 + ok Fig. 12
SGX7}F Algshes Al A 558 e

w3t F8 Use d9F A (remote
attestation)ld], ¢]& &3l enclave %3¥e] df
g 72443 enclave /WAL ARIgE Q1FAe] of
g ASE 944 Z2EdA 33 £ Qi) o] A
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System Memory
CPU Package
Enclave Access from
wi S osrumm

Memory
Encryption
Engine(MEE)

g ) Encrypted
q ﬂ ESnooplng Code/Data

Fig. 1. Work flow of isolated execution of SGX
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3.2 48 TEE g =33

Intel SGX7} AA st=slofolA] AHE 7FesiA
F FAel, QA= SGX ofEe|Aleld Aol
7Fedtes SGX =zhelw] 2 SGX WS 913

SDKE ¥70sksict. 1de] vk SDKE 74ke
2, 22d &AzEd] 7|95 AAACRE TEE
oJEgAeldE sl AT ZEdHaES U
Fol EAEtaL ik, A A4S EFACRE T
24k Asylo, mlo]Z24ZEALS] OpenEnclave
7} glet.

3.2.1 Intel SGX SDK

SGX ofFejAleld Mg 7FsA slE HES
ZH e AdgelA] R SGX SDKelt). #
55 34 2lEs A 38 5 ole wAE
Ao g Fostg o, e A AS 2%
2 WA 2A de)A& AUsA] %ot enclave

ddow FHdl 128MB7HARE ARgE S 9rh
SDK9 AEXJEE 34 SGXE ¥E oz o
AstA EHE AT 4 gl glolHe|e| (w2l
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22+ enclaveo| MHE o Ag3= MY &
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S
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enclave W#Ak8] 715 WA 5, SGX Z=13

fkgie} olw), SGX Z 2] 75‘—°r ok
C/C++  EZRaas 2 9%E 3=

app(untrusted)d enclave® FHE= o] gle}. o]
< app % enclavedl 33l o F=F AA
%, AHAulddr 57 Aggc} Fig 2% AAl SDKolA
A&3te app F&9 AE A~ FZoltl main
g7t Eg el Z3kE e g,
initialize_enclave()¢} 2 SGX ZEls] zo]H
] F4ES F8319 enclaved: A= Ao
7Fs3let. ©o]F enclave ¥z #Iglsle] B IH
ojo} & == 2 dloJe]E Aelgict

Intel SGX SDKell4+& enclave d¥g2oz =4
st wxUrlz] $1d dlEse]l~2 ECALL
OCALL®E A3t} ECALLS enclave 9o
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)E Al g8 44 85 OCALL ¥
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/* Global EID shared by multiple threads =/
sgx_enclave_id_t global_eid = 0

/+ Application entry */
int SGX_COECL main(int argc, char *argv(])

(void) (arac);
(void) (arav) ;

/+ Initialize the enclave =/
iflinitialize_enclave() < 0){
printf("Enter a character before exit .
getchar():
return -1;

Hnt);

}
[ Your code here! |

done
/« Destroy the enclave =/
sox_destroy_enclave(alobal _eid);

printf("Info: SampleEnclave successfully returned.#n");

printf("Enter a character before exit .. .#n");

getchar():
return 0;

1

Fig. 2. Sample code of main() function

provided by Intel SGX SDK
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Al "= enclaves Z=7 olvwlA| He|Z wlxs}

= 5 Adely IHdME A AHE AHx=R
Asyloe ofe} Zg1¢ % M
o Z1si3ksle.

Asylox Intel SGX SDK7} Al&st= EDL 3
2 ECALL/OCALL QlElde]~5 2437 ¢
XH"“" iiﬂ/\ﬂ APIE A9J3le] enclave
il%‘i% T5E F JES g} ok, AlE <
1412 (u ntrusted) s s ZROAS
sl FEl9] Intel SGX SDK9 tjzpele =
2 Agsleh. w3k, ARabolA] Al wHAA] A
2 71%9 ZEEF w9 (Protocol Buffers,
protobuf) g gRPC(google Remote
Procedure Call) 7S 4% F =5 2443}
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o Hgsldrl. o2 E3l. protobufr} AFde 2
A5 A3t 2 gFEste] o]FS enclave TR
g Al A& 4 gl
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=TS ST
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3.2.3 Microsoft OpenEnclave

T 3 B 2E 2 ZTHYYarl vlo]
742 E 2}9] OpenEnclave(25)7F gt} ofwt
E 5o 2 FEPE ARES A vl
:?LEZJLiE b= SGX 7% &A1 o]F SGX 7]t
ACC(Azure Confidential Computing) &34
< EA8I8ih Yol ACC 712 7k ® 79
A A5 AL AR Afes Eol7] S
o= C
= C++ Z2ad" ddel& TEE 7|4k o7
Ae F8E 5 oA WHFE enclave 343 A
=  FXE sk AlE o3l wjAlg
(untrusted) 995 &3 tixpela} A APIE
< AYdctE AL Asylost frAlslet.

0
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51 OpenEnclave SDKZ /3ol

okl O A

tlefgl TEE 348 Wz e 4= 9=
23t enclave I AL AFdtE HIXIe
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Asylo®} Fdsh}, Asylos Z@3 of2 794l
38 ZH Y a s v2dS o OpenEnclave
4% 384 (interoperability) ZwelA 74
7Btk 71 4= 9le). Intel SGX SDKe<}
R R e} Bl S B A4sh
23 TEE /I =93 #-ex F23F 249
©]7]%(heterogeneous) °}7&|-e] w3t
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gk o] ZEj Aol NS A Ak}
V. Rust 7|8t TEE JHet =3

Hel ool L FES v T2 R o]
9l Rust(26)7} S8 o]F Rusts &£3}]
TEE oZg7le1dE Mt = Jus e =4
delzEe] AF=EN. Ruste 7]1€ Zaaew <
o537} tl2A wmE HHA (memory safety)S
g} 2Q1E MdE ARSEEA] o A A oigt

2 (ownership) 2 dA(ifetime) M¥S =
Ogﬂ.i% AAE "ol (out-of-bound) wl=e]
AES A9 elgle] 2RA o7 Audit} Ruste
7 Xﬂ—J ARl By &7 viRe] ddE nkE §A
317] wiEell 2k 54 “il?ﬂ‘” odojet \4371] Gl
el 2#|7] =4 (garbage collection)e] Z
A ol A % A= A4S 7HEI
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= FHobgo] &A% A$ SGX 71Ee FHEA
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in hello-world/src/main.rs

fn mainQ) {
printin! (“Hello world!”);
}

# Run your enclave!
cd hello-world
cargo run --target x86_64-fortanix-unknown-sgx

Fig. 3. Hello world code example of EDP and
commands to run the program
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Table 1. An overview of the differences in existing TEE frameworks
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